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1. PURPOSE OF THIS DOCUMENT

The purpose of this document is to review and analyze various anti-SPAM resources released by
selected international bodies and initiatives. These resources include web sites, conferences,
international agreements, volunteer activities, white papers, Request for Comments and others.

Relevant recommendations, practices and guidelines are extracted and highlighted in this document.

Page 5 of 104
Confidential - Internal Use Only

Final Version




Cilaglealla periged L]l e Benchmarking of Selected International Bodies and
Communications and Information Technology Commission Initiatives

N

2. OUR APPROACH

Several international bodies have proposed a number of measures over the years to address SPAM.
Recognizing that a single pronged approach to addressing SPAM would not be effective, these
measures focus on various approaches to deal with SPAM.

2.1 IDENTIFICATION OF RELEVANT INTERNATIONAL BODIES AND
INITIATIVES TO BE INCLUDED IN THE BENCHMARKING EXERCISE!

The approach used to identify these international bodies and initiatives was to review published
information about a number of these bodies, with a focus on confirming their involvement in
combating SPAM. While a number of the selected references are well-known international bodies,
others represent Agreements or Cooperative initiatives entered into by two or more countries to
fight SPAM.

A table showing the relevance of each international body/organization to the Spam-related areas is
supplied at the end of the document.

2.1.1 THE INTERNATIONAL TELECOMMUNICATION UNIONS (ITU)

The International Telecommunication Union (ITU) is an international organization established to
standardize and regulate international radio and telecommunications.

The ITU headquartered in Geneva, Switzerland is an international organization within the United
Nations System where governments and the private sector coordinate global telecom networks
and services. It is comprised of 191 state members from across the globe, and it has 3 sectors,
namely the Radio communication sector, Standardization sector, and the Development sector.

The ITU promotes the exchange of information and best practices and provides support to
developing countries in the field of spam.

Further, ITU has created an informal network of regulators and policy makers operating in the
field of anti-spam activities, providing reliable information and data, and offering a platform to
facilitate discussion and exchange of experiences. Moreover, ITU provides whitepapers, and
documents related to Spam.

2.1.2 THE ORGANIZATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT
(OECD)

The Organisation for Economic Co-operation and Development (OECD) is an international
organisation of those developed countries that accept the principles of representative democracy
and a free market economy.

The OECD groups 30 member countries sharing a commitment to democratic government and
the market economy. With active relationships with some 70 other countries and economies,
NGOs and civil society, it has a global reach. Best known for its publications and its statistics, its
work covers economic and social issues from macroeconomics, to trade, education, development
and science and innovation. It plays a prominent role in fostering good governance in the public
service and in corporate activity, and helps governments to ensure the responsiveness of key
economic areas with sectoral monitoring. By deciphering emerging issues and identifying

! For further information regarding the International Bodies and Initiatives, please refer to Appendix A.
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policies that work, it helps policy-makers adopt strategic orientations. It is well known for its
individual country surveys and reviews, internationally agreed instruments, decisions and
recommendations to promote rules of the game in areas where multilateral agreement is
necessary for individual countries to make progress in a globalised economy.

Among other activities, they offer a formal Anti-Spam website: “Task force in Spam” covering
the following spam-related areas:

e Law & regulation;
e Enforcement;

e Technical solution;
e Education; and

e Statistic & data.

2.1.3 SPAMHAUS

The Spamhaus Project is an international non-profit organization whose mission is to track the
Internet's Spam Gangs, to provide dependable real-time anti-spam protection for Internet
networks, to work with Law Enforcement Agencies to identify and pursue spammers worldwide,
and to lobby governments for effective anti-spam legislation.

2.1.4 SEOUL-MELBOURNE ANTI-SPAM AGREEMENT>

Seoul-Melbourne Anti-Spam Agreement consists of twelve Asia-Pacific communications and
Internet agencies that have joined the Australian Communications Authority (ACA) and the
Korean Information Security Agency (KISA) in signing the Seoul-Melbourne Anti-Spam
Agreement12, a multilateral memorandum of understanding (MoU) on cooperation in countering
Spam. The MoU is focused on sharing knowledge, information and intelligence about known
sources of spam, network vulnerabilities, methods of spam propagation, and technical, education
and policy solutions to the spam problem.

2.1.5 WORKING GROUP ON INTERNET GOVERNANCE (WGIG)

The Working Group on Internet Governance (WGIG) is a United Nations multi stakeholder
working group set up after the 2003 World Summit on the Information Society (WSIS) first
phases Summit in Geneva to agree on the future of Internet governance.

The main activity of the WGIG is to investigate and make proposals for action, as appropriate, on
the governance of Internet.

WGIG established public policy areas for the issues relating to the use of the Internet, including
Spam, network security and cybercrime. While these issues are directly related to Internet
governance, the nature of global cooperation required is not well defined. It is important to note
that OECD works on WGIG-designated public policy issues because many of the priority issues
for the WGIG are also priority areas for the OECD, specifically the OECD Committee for
Information, Computer and Communications Policy (ICCP)."

% A copy of Seoul-Melbourne agreement can be found at:
http://www.acma.gov.au/webwr/consumer_info/frequently_asked_questions/spam-multilateral_mou-seoul-
melbourne_agreement-draft.pdf
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2.1.6 ASIA-PACIFIC ECONOMIC COOPERATION TELECOMMUNICATIONS &
INFORMATION WORKING GROUP (APEC)

APEC TEL WG is the Asia-Pacific Economic Cooperation Telecommunications & Information
Working Group. The Telecommunications & Information Working Group (TEL WG) is
committed to improving the telecommunications and information infrastructure in the region and
to facilitating effective cooperation, free trade and investment and sustainable development. The
TEL's program of action covers different activities including:

e E-security;
e E-government; and

¢ Hosting meetings and conferences regarding Spam.

2.1.7 THE ASIA PACIFIC COALITION AGAINST UNSOLICITED COMMERCIAL EMAIL
(APCAUCE)

APCAUCE is the Asia Pacific wing of CAUCE, the Coalition Against Unsolicited Commercial
Email. CAUCE is the world's largest volunteer anti-Spam organization, with chapters in the
USA, Canada, the EU and over a dozen economies in the Asia Pacific region.

2.1.8 THE ANTI-PHISHING WORKING GROUP (APWG)

The Anti-Phishing Working Group (APWG) is an industry association focused on eliminating
the identity theft and fraud that result from the growing problem of phishing and email spoofing
and the spread of crimeware that automatically mines consumers’ personal data from their PCs.
Membership is open to qualified financial institutions, online retailers, ISPs, the law enforcement
community, and solutions providers. There are currently over 1500 organizations participating in
the APWG and more than 2400 members worldwide..

Further, the organization provides a forum to discuss phishing issues, trials and evaluations of
potential technology solutions, and access to a centralized repository of phishing attacks. APWG
provides a Report-Phishing service by building a repository of phishing scam emails and
websites to help people identify and avoid being scammed in the future. Moreover, they provide
technical whitepapers and briefings from APWG Sponsors, such as : McAfee, Symantec and
RSA Security.

2.1.9  MESSAGING ANTI-ABUSE WORKING GROUP (MAAWG)

Messaging Anti-Abuse Working Group (MAAWG) is a global organization focusing on
preserving electronic messaging from online exploits and abuse with the goal of enhancing user
trust and confidence, while ensuring the deliverability of legitimate messages. MAAWG is where
the messaging industry comes together to work against SPAM, viruses, denial-of-service attacks
and other online exploitation. MAAWG addresses messaging abuse by systematically engaging
all aspects of the problem, including technology, industry collaboration and public policy.

The MAAWG is a group of telecommunications companies brought together by OpenWave® in
early 2004. The purpose of the group is to fight spam, phishing, and other possible forms of e-
mail abuse. MAAWG Spam-related activities & services include:

A commercial provider of software solutions for the communications and media industries.
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e Getting the messaging industry together to work collaboratively and successfully
address forms of messaging abuse such as messaging spam;

e Running Anti-Spam workshops; and

e MAAWG worked together with the OECD Anti-Spam Task Force & developed
an E-mail Metrics Program and agreed on a series of ISPs spam indicators to
measure:

> The total number of dropped connections resulting from IP blocking
(while this parameter may be imprecise, it gives a sense of the
magnitude of the amount of messages which are not penetrating the
networks).

> The total number of blocked or tagged inbound e-mails and percentage
of e-mails going through the ISPs (excluding blocked connections) that
are identified as spam.

> The focus is therefore on “unwanted” e-mail, so that the difficulty of
defining spam will be avoided.

2.1.10 THE INTERNET ENGINEERING TASK FORCE (IETF)

The Internet Engineering Task Force (IETF) develops and promotes Internet standards,
cooperating closely with the W3C and ISO/IEC standard bodies.

The IETF is formally an activity under the umbrella of the Internet Society. Request for
Comments (RFCs) are a series of memoranda encompassing new research, innovations, and
methodologies applicable to Internet technologies.

Two RFCs are relevant to “Spam”: RFC 2635 and RFC 2505.

e Request for Comments: 2635 “A Set of Guidelines for Mass Unsolicited
Mailings and Postings (spam*)”, June 1999; and

e Request for Comments: 2505 “Anti-Spam Recommendations for SMTP MTAs”,
February 1999.

2.1.11 LONDON ACTION PLAN (LAP)

An international action plan designed to encourage communication and cooperation between
countries in tackling spam and spam-related problems. Membership includes broad range of
spam enforcement agencies, including data protection agencies, telecommunications agencies
and consumer protection agencies.

The purpose of this Action Plan is to promote international spam enforcement cooperation and
address spam related problems, such as online fraud and deception, phishing, and dissemination
of viruses.

2.1.12 GSM ASSOCIATION

The GSM Association (GSMA) is a global trade association representing over 700 GSM mobile
phone operators across 218 countries of the world, and more than 200 manufacturers and
suppliers support the Association’s initiatives as associate members.
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2.1.13 MOBILE MARKETING ASSOCIATION

The Mobile Marketing Association (MMA) is the premier global association that strives to
stimulate the growth of mobile marketing and its associated technologies. The MMA is a global
organization with representation in over twenty countries.

2.1.14 REGIONAL ENTITIES/BODIES

The following regional entities and bodies will be considered as applicable:

The Arab League: The Arab league is an association of Arab states established
in 1945 to promote cooperation among member nations in matters relating to
economic and social development and foreign policy. Numerous specialized
organizations and other institutions that promote Arab cooperation and protect
Arab interests in a wide array of fields fall under the league umbrella. One of the
specialized organizations in this association is the Arab Telecommunications
Union.

The Gulf Cooperation Council (GCC): The GCC seeks to promote
coordination between member states in the Arab Gulf in all fields in order to
achieve unity.

The Arab ICT Regulators’ Network: The Arab ICT Regulators’ Network is an
independent organization created at the ITU’s first Arab Regulators meeting in
Algiers in April 2003, with the objective of sharing experiences and developing
expertise that will enable Arab ICT regulators to facilitate growth in telecom
products and services and achieve equality of access to such services and
products in the Arab region.

2.1.15 MESSAGING PROVIDERS

Messaging providers provide email services accessible from a Web browser anywhere in the
world. They offer free accounts worldwide with features such as spam filters and enhanced virus
scanning. Moreover, they offer Spam reporting service, Spam monitoring and statistics.

The following messaging providers will be considered as applicable:

Yahoo;
Hotmail; and

Gmail.

2.2 DEFINITION OF A STRUCTURE TO FACILITATE THE BENCHMARKING
EXERCISE

In order to review these measures in a systematic and structured manner, the anti-SPAM component
framework recommended by OECD was used to structure our analysis. Since the OECD framework
was considered comprehensive a number of countries appears to have used the OECD framework, it
was decide to use this framework for our benchmarking study.

The OECD Task Force, charged with developing a framework aimed at tackling SPAM using a
broad multi-disciplinary range of solutions, recommended a range of policies and measures for
inclusion within a comprehensive public anti-SPAM policy framework.

Final Version

Page 10 of 104
Confidential - Internal Use Only




cilagleall apaiq ol Ll |l digens

Communications and Information Technology Commission

Benchmarking of Selected International Bodies and

Initiatives

The Anti-SPAM measures recommended by OECD

focused on:

e Regulatory approaches;

¢ Enforcement co-operation;

¢ Industry driven activities;

e Technical solutions;

e Education and awareness initiatives;

e SPAM measurement4, and

were structured into policy components

¢ International co-operation and exchange.

In structuring the policy framework into these components, OECD made specific recommendations
with regard to each, that are also useful to consider while developing the anti-SPAM policy

framework in Saudi Arabia.

2.3 INTERNATIONAL BODIES: FIELDS OF INTEREST

The table below summarises the applicable components to be addressed for each international body

and organization.

Avivinery | Enforcoment | ndusty Driven | Technial | P00 | SN il Co
S Co-operation | Activities Solutions Awareness nt gl
ITU X X X X X X
OECD X X X X X X X
HAUS X X
LAP X X
WGIG X
APEC X
APCAUCE X X
APWG X X
MAAWG X X X X
GSMA X X
MMA X X
IETF X
S X

* The terms ‘SPAM Measurement’ and ‘SPAM Metrics’ are used interchangeably by OECD, but they refer to one thing:
monitoring the impact of anti-spam measures to assess their effectiveness.
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Approache i X A . and Measureme | operation &
Co-operation | Activities Solutions
S Awareness nt Exchange
Providers
Seoul-
Melbourne X
Agreement

2.3.1 REGULATORY APPROACHES

The development of an anti-SPAM legislation that tackles SPAM and related problems is
fundamental. The anti-SPAM regulation should attempt to:

e Preserve the benefits of electronic communications;
e Prohibit and take action against the act of SPAMming; and
e Reduce the amount of SPAM.

The regulatory approach will be reviewed, where applicable, based on the following eleven
elements as per OECD guidelines”:

e Technical Elements

e (Consent

Privacy
e Commercial Elements

Bulk

In breach of fair trade

¢  Criminal or pornographic Content

e Damage

¢ Requirements for Legitimate Messaging

¢ Exemptions or Restrictions

Address harvesting and Dictionary attacks

2.3.2 ENFORCEMENT

While having the appropriate legislation is indeed necessary, implementation and application of
the law is fundamental. Particular attention in the context of SPAM should be given to national
co-ordination, sanctions, empowerment of enforcement authorities, and cross-border
enforcement co-operation.

2.3.3 INDUSTRY DRIVEN INITIATIVES

In order to appropriately deal with SPAM, generally-applicable anti-SPAM laws should be
coupled with self-regulatory initiatives undertaken by private sector players, such as Internet

5 These elements are considered comprehensive in terms of their coverage to the regulatory approach. Most countries have
implemented all or most of those elements. Needless to say, those components should be customised according to the
domestic legal system while taking into consideration the environmental and cultural aspects.
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Service Providers, e-mail service providers, telecommunication operators, direct marketers,
online operators, software companies, and their others.

2.3.4 TECHNICAL SOLUTIONS

Anti-SPAM tools operate at many levels — at the point of origination of e-mail, in the backbone
network, at the gateway and on the recipient computer — and may be used alone or in
combination. Any attempt to combat SPAM effectively must involve the sensible application and
administration of a number of these technological tools and methods as well as factors to
consider prior to their implementation. No method will be entirely successful in isolation. When
a number of anti-SPAM technologies are effectively used in collaboration with one another, the
effect can be to drastically reduce the level of SPAM impacting a system.

2.3.5 EDUCATION AND AWARENESS

A comprehensive anti-SPAM strategy must ensure that the end-user, who is the final recipient of
SPAM, the possible victim of viruses and scams, and, at the same time, the person who has
control over their computer and personal information, is sufficiently educated and aware of how
to deal with SPAM and other online threats. Education and awareness raising activities are
needed in large enterprises, small and medium enterprises, for residential users and in education
establishments. They must aim to create a culture of security, and encourage a responsible use of
cyberspace.

2.3.6 SPAM MEASUREMENT

Measurement is critical to evaluating the evolution of SPAM and the effectiveness of anti-SPAM
solutions and educational efforts, to be able to determine if a strategy is effective, and eventually
what changes are needed in policy, regulatory and technical frameworks.

Governments and private sector players should monitor the impact of anti-SPAM measures, to
assess their effectiveness. ISPs, other network operators, and national anti-SPAM agencies
should, to the extent possible, share information and data on the intensity and scope of SPAM
and its evolution. Measuring methods should be detailed and documented, in order to improve
the legibility of the results obtained.

2.3.7 INTERNATIONAL CO-OPERATION AND EXCHANGE

Global co-operation is fundamental to promote appropriate domestic frameworks to counter
SPAM in all countries, and to encourage co-operation among governments, private sector, civil
society and other stakeholders, in order to ensure the harmonized and widespread application of
technical measures and the effective enforcement of applicable rules.

Why using these components?

The use of these components to structure the benchmarking review has a number of benefits
including:

e Adequate focus on key components
e Completeness of the review

e Use as a reference while developing individual components of the Anti-SPAM
policy framework for Saudi Arabia

Accordingly, this report describes each component as it is addressed by the relevant international
body or organization.
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3. EXECUTIVE SUMMARY

SPAM represents a major annoyance and threat to ICT applications users and is spreading into all
means of communications like mobile phones, facsimile transmissions, and SPAMmers are always on
high-alert to exploit any new technology in order for them to achieve their goals.

Many countries, regional and international organizations, bodies, and working groups have taken steps
to deal with the issue of SPAM. Anti-SPAM policy frameworks have been used in a number of
countries to combat SPAM and many other countries are considering developing such frameworks.

As Saudi Arabia is willing to develop an anti-SPAM framework, and besides benchmarking against
other countries, it was necessary to identify the well-known international bodies involved in the fight
against SPAM, reviewing and analyzing their outstanding practices and guidelines, and ultimately
adapting and using this information as a base to help in developing the anti-SPAM framework in the
Kingdom of Saudi Arabia. Examples of those international bodies are: the Organization for Economic
Co-operation and Development (OECD), the International Telecommunication Union (ITU), the Anti-
Phishing Working Group (APWG), the Messaging Anti-Abuse Working Group (MAAWG) and
others.

The review was structured according to OECD recommendations. Thus, this document reviews,
examines and extracts the best practices developed by the various international bodies in the following
areas:

e Regulatory approach;

e Enforcement cooperation;

e Industry driven initiatives;

e Technical solutions;

e Education and awareness initiatives;

e SPAM measurement; and

e International Cooperation and Exchange.

Leading practices and recommendations released by those international bodies, where applicable, have
been summarized below.

Regulatory

The development of anti-SPAM legislation that tackles SPAM is fundamental. Legislation sets clear
directions on what is allowed and what is not allowed. Since SPAM horizontally spans multiple
areas, it touches upon telecommunication services, consumer protection, security, and privacy, at
national and cross-border levels.

The anti-SPAM regulatory framework has multiple sub-components and according to OECD, it is
recommended that the anti-SPAM regulatory framework is broken down into elements which
should be considered as far as possible, taking into account each country’s institutional and legal
framework. These elements are: Technical elements, consent, privacy, commercial elements, bulk,
content (fair trade, criminal or pornographic content), damage, requirements for legitimate
messaging, exemptions or restrictions, and address harvesting and dictionary attacks. Even with
these almost agreed-on elements in place, typically we find zones of divergence in legal approaches
to spam. These differences often derive from diverging views on what constitutes permissible
communication or the most efficient way to achieve enforcement. Examples of points of divergence
are: the consent requirements: shall the consent be obtained prior to sending a message? Is one
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message considered as SPAM? Or only if sent in bulk? enforcement, that is, who is permitted to
recover for or prosecute violations of the law and, in particular, whether private entities such as
ISPs and SPAM recipients may recover damages?

Unfortunately, there is no common definition for SPAM and according to ITU and OECD, there are
widespread typical features distinguishing a SPAM message, namely: an electronic message, with
false or hidden origins, having non valid unsubscribe option, carrying illegal or offensive content,
utilising of addresses without the owner’s consent, and sent in bulk or repetitively.

What outcomes should be achieved by the anti-SPAM legislation? And what are the characteristics
of a successful anti-SPAM legislation?

According to OECD, an anti-SPAM legislation should preserve the benefits of electronic
communication, prohibit and take action against SPAMmers, and reduce the amount of SPAM.
Moreover, it should conform to four general principles: Simplicity, effective enforcement, having
appropriate international linkages, and providing a clear policy direction where the main objectives
of the national and international anti-SPAM policy are outlined at an earlier stage and need to
underline the entire governmental strategy.

In conjunction with OECD recommendations, ITU advises that anti-SPAM law should:
e Focus on content with commercial nature;
¢ Ban fraudulent or misleading messages;

e Prohibit concealing of falsifying a message’s sender, advertiser, or routing
information;

e Draft regulations covering Internet communication generally rather than
specifying applications such as email;

e Require senders to provide recipients with unsubscribe facility, respect the
recipient’s requests, and prevent senders from exchanging or selling addresses or
recipients who unsubscribe;

® Prohibit address harvesting and dictionary attacks, along with software tools
specifically tailored to these purposes; and

e Seek to standardise labelling requirements.

Enforcement

According to OECD, enforcement is a fundamental issue, which, if not dealt with appropriately, can
make a good piece of legislation useless. For this reason, it is recommended by OECD to put in
place an effective sanction regime and appropriate standards of proof. In addition, appropriate
powers and resources need to be allocated for enforcement authorities.

ITU and OECD recommend that countries should establish SPAM enforcement authorities. Mainly,
one agency should be assigned as the nodal enforcement agency and serves as a coordinator at the
national level among other national enforcement agencies (if existing) and as a contact point for
foreign authorities to facilitate cross border co-operation. SPAM enforcement authorities should
have the necessary authority and investigative power to obtain evidence sufficient to investigate and
take action in a timely manner against violations of laws targeting the senders of SPAM and the
individuals or companies that profit from the sending of such communications. Cooperation with
relevant private sector is essential as well.

As a proactive approach, countries should review periodically their own domestic frameworks and
take steps to ensure their effectiveness for cross-border co-operation in the enforcement of
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applicable laws. In fact, co-operation at the national level would be particularly important to avoid
duplication of activities, and allow the optimization of resources and the exploitation of synergies
between the different players. In this regard, national legislation could facilitate information sharing
and mutual assistance between competent authorities in different countries through bilateral and/or
multilateral agreements and by participating in international bodies and enforcement cooperation
initiatives such as London Action Plan (LAP), OECD and ITU.

Industry driven initiatives

Industry driven initiatives, or self regulatory activities, are activities initiated by the industry, either
being imposed by the local enforcement authorities, or when there is a need for the industry to take
some action against SPAMming activities. Private sector players such as ISPs, telecommunications
operators, and direct marketers, play a critical role in the fight against SPAM. In fact, all the
countries involved in the battle against SPAM have coupled their anti-SPAM laws with self-
regulatory initiatives mainly through the development of codes of conduct for ISPs and e-marketers
and making these codes either binding or voluntary. Other form of industry assistance is reflected in
awareness programs, software products, sharing information, etc. In this context, OECD and ITU
urge industries, including service providers, direct marketers, and software makers to adopt best
practices in order to combat SPAM. In particular, Governments and regulators should support the
development of codes of practice for electronic marketing and ISPs. Moreover, improved
cooperation on enforcement between industry and enforcement authorities should also be promoted.

For instance, in the USA, ISPs include anti-SPAM clauses in their Acceptable Use Policy (AUP).
Another example is the GSM Association (GSMA) and the Mobile Marketing Association (MMA)
which developed a Mobile SPAM Code of Practice where mobile operators commit to include anti-
spam conditions with all new contracts and provide a mechanism to ensure appropriate customer
consent and control with respect to mobile operators’ own marketing communications.

Technical solutions

Although legislation, government action and industry assistance are fundamental, solutions to
eliminating SPAM need to be supported by appropriate technical measures. Anti-SPAM tools that
operate at different levels together, with the proper administration and monitoring, make up the
technical solutions to SPAM.

In this regard, OECD believes that judicious application of technology should be the backbone of
any approach that aims to defeat SPAM. Indeed, none of the technologies acts as a “silver bullet” or
one-stop solution to the problems created by SPAM; instead, all of the technologies are
complementary and will be most effective when implemented in conjunction with each other.

It is recommended that Internet Service Providers and other network operators should constantly
improve their knowledge and operating practices, and update their technical best practices in order
to face new challenges and technological evolution and promote the implementation and sharing of
available technical solutions among providers.

There are different anti-Spam technologies that are used to fight Spam. Typically, anti-SPAM
technologies can be based on filters, authentication, and blacklists/white lists which might be
augmented to filters. These technologies can be deployed at the client side or the gateway.
According to ITU and OECD, each of the available technologies has its weaknesses and strengths
and the integration of a number of technologies is crucial to reduce the impact of SPAM.

Education and awareness

Increasing education and awareness is a crucial part of a comprehensive anti-SPAM strategy.
Simply, one of the reasons why SPAMmers are successful is that some e-mail recipients are still
responding to SPAM and purchasing advertised products or services, visiting websites advertised
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by SPAMmers, or being tricked into responding to requests for personal information from
‘phishing’ scams.

SPAM awareness programs might be sponsored by different entities such as SPAM law
enforcement agencies, governmental and non-governmental organizations. They should target
different stakeholders such as end users, ISPs and e-marketers. Moreover, it might take different
forms such as creating Web sites, hosting SPAM-related conferences, releasing guidelines and best
practices, and others.

According to OECD, SPAM awareness and education should target students, children, individuals,
Internet Service Providers (ISPs) and Email Service Providers (ESPs), business entities, especially
small and medium enterprises (SMEs) and recommends that governments, direct marketers, user’s
groups, large companies and SMEs, and industry corporations should launch awareness programs.

Governments, as per ITU recommendations, should make sure that consumers are aware of where
they can complain, what will be investigated, what action may be taken, and what information they
need for authorities to launch an investigation.

SPAM Measurement

SPAM measurements are the ways used to report the effectiveness of the SPAM solutions being
deployed to combat SPAM. Measurement is very critical to evaluating the evolution of SPAM and
the efficacy of anti-SPAM solutions and educational efforts, to be able to determine if a strategy is
effective, and eventually what changes are needed in policy, regulatory and technical frameworks.

In this regard, OECD mentions that:

e Governments and private sector players should monitor the impact of anti-
SPAM measures, to assess their effectiveness.

e [SPs, other network operators, and national anti-SPAM agencies should, to the
extent possible, share information and data on the intensity and scope of SPAM
and its evolution.

e  Measuring methods should be detailed and documented, in order to improve the
legibility of the results obtained.

Ideally, government and private sector monitor the impact of anti-SPAM measures. Several firms
provide mechanisms to collect statistics which is used ultimately to describe SPAM such as the
Messaging Anti-Abuse Working Group (MAAWG) email metrics program which is used by the
authorities in different countries.

International Cooperation and Exchange

Global co-operation is fundamental to promote appropriate domestic frameworks to counter SPAM
in all countries, and to encourage co-operation among governments, private sector, civil society and
other stakeholders, in order to ensure the harmonized and widespread application of technical
measures and the effective enforcement of applicable rules. Countries involved in the battle against
SPAM consider International cooperation as one of the pillars of the anti-SPAM framework. It
contributes significantly in the fields of laws and regulations, enforcement, education and
awareness and industry cooperation.

The international cooperation takes different forms through cooperating with regional and
international entities, signing agreements, entering into MoUs, belonging to international bodies
fighting against SPAM, sharing knowledge and raising awareness, and developing international
industry codes and guidelines. In fact, and due to its importance of the global cooperation in the
battle against SPAM, OECD recommends that:
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e National co-ordination should be first priority;

® (Cross-border enforcement against SPAM requires a global strategy to reach
effectiveness;

e There has to be strategy in place that handles and organizes SPAM matters from
around the world;

¢ (Global outreach should be the objective;

e Action must be taken against SPAMmers no matter where they are, and hence, a
reach out to the broadest possible coalition of enforcement agencies worldwide
is needed;

e Adequate mechanisms for information gathering and sharing are needed for
enforcement agencies to be able to investigate, preserve and obtain information
and evidence and share that information with foreign counterparts in appropriate
circumstances; and

e While informal frameworks (bilateral MoUs, multilateral or model MoUs,
networks such as the London Action Plan) do indeed improve communication
and working-level collaboration, a formal framework may be more appropriate
to create a common stable and effective mechanism at global level.

Other international bodies have participated in the international cooperation by making proposals
for action, as appropriate, on the governance of Internet as with the Working Group on Internet
Governance (WGIG) or by developing set of characteristics to be considered in a code of conduct
as an international initiative for all messaging providers as with the Messaging anti-abuse working
group (MAAWG).

The problem of spam is complex, and a multi-stakeholder and multi-pronged strategy is
fundamental. Developing an anti-SPAM framework is a multi-faceted battle that spans law,
enforcement, industry assistance, technology, education and awareness, SPAM measurement, and
international cooperation.

The anti-SPAM framework must take into consideration the legal, cultural and environmental
aspects, be reviewed periodically, and should seek harmonisation with the international trends in the
world to avoid cross-border problems and conflicts with other frameworks adopted in other regimes

Page 18 of 104
Confidential - Internal Use Only

Final Version




Communications and Information Technology Commission

Initiatives

Clagleall aveng L=l dlies / Benchmarking of Selected International Bodies and

4. SPAM COMPONENTS AS ADDRESSED IN THE SELECTED
INTERNATIONAL BODIES AND INITIATIVES

This section is focused on reviewing the recommendations and guidelines provided by the selected
international bodies and initiatives, using the policy framework components as the basis for the

review.

4.1 REGULATORY APPROACH

411 OECD®

According to OECD, while different countries define SPAM in a manner that is most relevant to
their local environment; there are common characteristics that countries have recognized in their
SPAM definitions:

Electronic message: SPAM messages are sent electronically. While e-mail is by
far the most significant channel for SPAM, other delivery channels are also
considered in a number of countries (mobile SPAM, such as SMS and MMS,
SPAM over IP, etc).

Hidden or false message origins: SPAM messages are often sent in a manner that
disguises the originator by using false header information. SPAMmers
frequently use unauthorized third-party e-mail servers.

SPAM does not offer a valid and functional address to which recipients may
send messages opting out of receiving further unsolicited messages.

Illegal or offensive content: SPAM is frequently a vehicle for fraudulent or
deceptive content, viruses, etc. Other SPAM includes adult or offensive content,
which may be illegal in some countries, especially if it is sent to minors.

Utilization of addresses without the owner’s consent: SPAMmers often use e-
mail addresses that have been collected without the owner’s explicit consent.
This is frequently done through software programmers which gather addresses
from the Web or create e-mail addresses (harvesting and dictionary attacks).

Bulk and repetitive: SPAM messages are typically sent in bulk in an
indiscriminate manner, without any knowledge about the recipient other than the
e-mail address.

Technical Elements

OECD advises that legislative definitions of SPAM focus on:

A particular messaging medium [E-mail, Instant Messaging, Short Message
Service (SMS), etc.]; or

Attempt to provide a technology-neutral approach that provides an overarching
statement of principles that is more broadly applicable. In this approach, it is
worthwhile to evaluate which particular messaging media are being misused or
causing problems within the jurisdiction, which media have a strong potential to

® Source: The Organization for Economic Co-operation and Development (OECD). On (www.oecd-antiSPAM.org).
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be misused in the future, and which are unlikely to be misused within the

jurisdiction.

Consent

OECD describes’ the pros and cons of the different types of consent as follows:

Consent® Pros

Cons

-Protect users’ privacy, providing
more control on personal data.

-It can result in a much higher
response rate for legitimate online
Opt-in  (Express | marketers as the messages are
consent) from known or trusted senders,
and therefore are much more
likely to be read and relevant to
the recipient.

-The burden of proving that
consent has been given lies with
the sender of the message, not
with the recipient.

-Difficulty in keeping records of
received consent by business. The
absence of such records may
significantly restrict the potential pool
of recipients who can be targeted for
otherwise legitimate messaging.

-Restricts commercial free speech.

-Could result in devoting enforcement
resources in areas where consumers are
not financially’ harmed.

Inferred and
More flexible.
implicit consent

It may be difficult to define when a
message can be related to an existing
business relationship.

7 This table is taken from OECD resources “’as is’’. Further analysis will be done in separate reports where appropriate.

8 Expressed: Form of consent where an individual or organisation has actively given their permission to a particular action or

activity (opt-in).

Inferred/implicit: consent which generally can be inferred from the conduct and/or other business relationships of the

recipient.

Assumed consent: there is a presumption of consent until it is removed by the recipient, for example by .unsubscribing. (Opt-

out).

° Assuming that SPAM is commercial in nature.
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Consent® Pros Cons

-It transfers the burden of effort and cost

L. ) to the consumer.

-Less constrictive to the operation _ _

of online commerce: minimal risk | -In order to unsubscribe the email must
b

of inadvertently proscribing | be opened and responded to, which is

legitimate messaging. contrary to good e-security practice,

] ] | unless the e-mail is from a known and
-Does not restrict choice of email | (rsted source.

recipients who want to receive
commercial messages.

Assumed consent

-Unsubscribe links are often non-
functional.

-It places the evidentiary burden upon
the recipient of the message.

Blended
approaches to

consent

Commercial Elements

OECD states that, the majority of SPAM is sent in order to achieve a profit'® — through the
sale of goods of services, or through some sort of fraud. Arguably, one of the better ways of
reducing SPAM is to reduce the economic benefits that the SPAMmer receives from
sending SPAM messages. For this reason, many legislative definitions of SPAM stress the
commercial nature of SPAM — that SPAM is sent for marketing purposes or to achieve
financial gain. If there are concerns that regulatory efforts against SPAM could have
negative impacts on freedom of speech'' or expression, then a focus on commercial
messages would clarify that personal, political, religious or ideological messages would not
be restricted by anti-SPAM activities.

Bulk
According to OECD:
m  Bulk e-mail (Usually over 50-100 over 24 hours).

m  One of the most significant problems with the bulk approach is its arbitrary nature;
not all bulk e-mail is SPAM.

19 Obviously, there are other kinds of SPAM messages having different nature that shall be considered as well.

"' The scope of the right to free speech is subject to each country’s restrictions and exemptions. The meaning of ‘Freedom of
Speech’’ is customised according to the national, cultural, political, and religious values and interests.
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Damage

Legislative approaches to quantifying damages, particularly where a damage amount
operates as a threshold to initiating a civil or criminal enforcement action, could include:

1. Assigning a set monetary damage amount to each piece of SPAM sent or
received (e.g., Euro 1, GBP 1 or USD 1),

2. Measuring damage based on the number of affected recipients (e.g., an
enforcement action could be initiated when at least 50 users within a
jurisdiction are affected), or

3. Measuring damage based on the number of SPAM messages received by a
single entity, without a requirement to demonstrate an actual monetary
damage amount (e.g., an enforcement action could be initiated when a single
user received more than 50 SPAM messages from the same entity within a
defined time period).

Requirements for Legitimate Messaging

The recipient of electronic messages should always be able to unsubscribe from the mailing
list, requesting that such communication cease.

m  Almost all legislation currently implemented foresees that a valid return address (or
number) should be included in messages, so that the recipient may easily
unsubscribe, without any additional cost. In some cases a postal address should also
be provided."

m  The sender is given a period of time (for example 10 days) to comply and cease the
transmission.

m  Any transmission of messages after the recipient opted-out is not permitted.
OECD mentioned that:

m  Labelling of e-mails as SPAM can be a useful tool in the fight against SPAM. (It
has get weaknesses as well as depicted in the table below).

m  Labelling is the use of standard words in the message header or subject line that
clearly identifies the content of the message, for example, the use of “ADV” for
advertising and “ADLT” for adult content.

m  OECD outlines the advantages and disadvantages of ‘labelling’ as follows:

Advantages Disadvantages

Variations on labelling may result in the evasion of
filtering systems, for example, “A.D.V.” or “a d v”
instead of “ADV”.

Recipients are able to distinguish between
advertising material and other e-mail traffic.

2 This is to ensure that the sender is known and the receiver can always contact the sender to opt out. According to the USA
CAN SPAM Act, it is unlawful for any person to initiate the transmission of any commercial electronic mail message to a
protected computer unless the message, among other requirements, provides ‘a valid physical postal address of the sender.’
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Advantages Disadvantages

Labelling would mostly be an effective anti-SPAM
tool only if an internationally harmonized approach
were adopted. This would be necessary to prevent

Enable the more efficient and effective use of | problems emerging in relation to linguistic or alphabet
filtering systems. differences between countries.

SPAM offenders, especially those that obscure their
identity and do not provide accurate contact details,
are unlikely to comply with such a requirement.

Exemptions or Restrictions

According to OECD, the extent to which certain types of electronic messaging may be
exempted from anti-SPAM regulation will depend on how SPAM is defined for the primary
purpose of the regulation. For example:

m If SPAM is defined as “commercial” messaging, then exemptions may be
appropriate for messages which have a commercial element but which are primarily
non-commercial and which a government believes should not be prohibited.

m  [If SPAM is defined as “bulk” messaging, then exemptions may be appropriate for
large-scale messaging which a government believes is in the public interest.

Possible exemptions:

m  Government Bodies: Messaging from government bodies may be appropriate to
enable dissemination of information in the public interest.

m  Charities: Legitimate charities may reasonably wish to use electronic messaging for
fund-raising and other purposes.

m  Political Parties: Messaging from political parties may be seen as a legitimate
expression of free speech.

Address harvesting and Dictionary attacks

OECD states that, legislation may include specific provisions to levy additional sanctions if
harvesting software and harvested address lists Dictionary attacks are used to aid the
sending of SPAM in contravention of the jurisdiction’s SPAM legislation: the act of selling,
acquiring or using harvesting software or harvested address lists, or the automatic
generation of recipients. Addresses may be sanctioned.

Criminal or pornographic Content

According to OECD, legislation may be drafted to particularly target criminal or
pornographic messages, whether by making it part of the jurisdiction’s definition of SPAM,
associating additional penalties to messages containing these elements, or, in the case of
pornography, requiring additional measures of compliance (such as labelling).
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In breach of fair trade

OECD advises that, SPAM legislation may be drafted to require that goods and services
advertised and/or offered in messages must be legal, accurately described and commercially
responsible. This may be useful in jurisdictions where the coverage of existing domestic
consumer protection laws and laws relating to misleading and fraudulent conduct in respect
of online or electronic messages is not clearly drawn out. A focus on whether the content of
a message is misleading or fraudulent leaves aside many of the systemic concerns of
SPAM.

Privacy

According to OECD, the regulation of SPAM may entail a significant overlap with privacy
legislation and policies, and builds upon the idea that the use of personal data should be
subject to acceptable (frequently legislatively determined) norms. Thus, the sender of
messages may be required to comply with such requirements. However, it is worth noting
that where such protection is available, it is only available to natural persons and not legal
persons as privacy rights generally only attach to the former.

Data Protection regimes aim to regulate the use and abuse of personal data. To the extent
that e-mail addresses are personal data, then use, exchange or selling of these may be seen
as illegitimate invasions on the privacy of the addressee.

OECD General SPAM - Related Legal Recommendations
National anti-SPAM regulation should attempt to:

m  Preserve the benefits of electronic communications by increasing user trust in the
Internet and electronic messaging media and improve the availability, reliability
and efficiency of services, as well as the performance of global communication
networks.

m  Prohibit and take action against the act of SPAMming, as defined by national law.
Legislation alone may not stop potential SPAMmers from taking advantage of this
marketing technique, however laws and regulations can have an impact by
sanctioning against those individuals and organizations that choose to make use of
SPAM and profit from it. The value of legislation will depend on sanctions, in
particular in the certainty of their application.

m  Reduce the amount of SPAM. To prevent SPAM from being sent, activities need to
be targeted at different stages, in order to reduce the volume of SPAM traversing
networks, and reduce the number of SPAM received by end-users.

To achieve these goals, legislation should conform to four general principles:

m  Policy direction: The legislation should provide a clear policy direction. The main
lines and objectives of national and international anti-SPAM policy should be
outlined at an earlier stage and need to underlie the entire governmental strategy.

m  Regulatory simplicity: The legislation should be short and simple.

m  Enforcement effectiveness: Enforcement is a fundamental issue, which, if not dealt
with appropriately, can make a good piece of legislation useless. For this reason it
is important to put in place an effective sanction regime and appropriate standards
of proof. In addition, appropriate powers and resources need to be allocated for
enforcement authorities.

Page 24 of 104
Final Version
Confidential - Internal Use Only




Cilaglealla periged L]l e : Benchmarking of Selected International Bodies and
Communications and Information Technology Commission Initiatives

m International linkages: As SPAM is a cross-border issue, legislation should foresee
appropriate international linkages, and provide national authorities with the
possibility to co-operate in investigations and exchange information with foreign
authorities.

The role of Internet Service Providers and e-mail service providers is also important, and
could be considered in legislation. In particular: governments and regulators should support
the development of ISP codes of practice that complement and are consistent with
legislation. Governments should encourage industry associations to develop such codes and
adopt best practices where they are in the public interest and do not impose undue financial
and administrative burdens on participants.

Legislation could also provide a comprehensxive framework to support the activities of
ISPs to block or limit the circulation of SPAM e-mail. ISPs should be able to take
appropriate and balanced defensive measures to protect their networks, and should be
allowed to take legal action against SPAMmers'. Similar results could be achieved through
appropriate contractual provisions between ISPs and users.

412 I1TU"
The information of this section has been gathered based on ITU analysis of existing SPAM laws.

According to ITU analysis, a precise definition of SPAM does not exist but there is a fairly
widespread agreement that SPAM exhibits the following general characteristics:

e SPAM is an electronic message. (For most purposes, this may be restricted to e-
mail, but other methods of delivering SPAM do exist, including the Short
Messaging Service, or SMS, etc.).

e SPAM is unsolicited". If the recipient has agreed to accept a message, it is not
SPAM. However, how and when such consent is given may not be clear,
especially when a pre-existing relationship exists between the sender and
recipient.

e SPAM is sent in bulk. This implies that the sender distributes a large number of
essentially identical messages and that recipients are chosen indiscriminately.

These three traits define Unsolicited Bulk E-mail (UBE). If a fourth is added - that SPAM must
be of a commercial nature - the resulting class of messages is referred to as Unsolicited
Commercial E-mail (UCE).

Furthermore, ITU stat